Technické podminky provozu aplikace OKnouze/OKsluzby
na klientské stanici
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1 POZADAVKY NA JAVU

e Pro spravny béh aplikace je vyzadovana na klientské stanici alespon Java Runtime 7.0 nebo Java
Runtime 8.0, a to s vypnutou automatickou aktualizaci. Navic je tfeba pfidat adresu aplikace mezi
seznam dlvéryhodnych adres.

e PFi spousténi aplikace muze byt potfeba potvrdit néktera upozornéni.

2 PRED SPUSTENIM APLIKACE

1. Pf¥inacteni spoustéci stranky OKNouze je nutné potvrdit, ze davéfujeme strance, kterou chceme
zobrazit. Je to zplUsobeno tim, Ze certifikat neni v seznamu divéryhodnych. Pro pokracovani kliknout
na Continue to this website...

a‘__ . I‘@ https:/fioknouze.mpsv.cz/nsvvaclient/ioknouze.html

w] There is a problem with this website's security certificate.
A

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
'@' Click here to close this webpage.

i Continue to this website (not recommended).

@ More information



2. Dale je nutné potvrdit, ze davértuji zobrazené internetové adrese (pokud se zaskrtne Alwas trust...,
tak se pfi dalSim spusténi jiz nebude ptat).

-
Warning - Security u

The web site’s certificate cannot be verified. Do you 6

want to continue?

Name: ioknouze.mpsv.cz

Publisher: ioknouze.mpsv.cz

Always trust content from this publisher

@ The certificate cannot be verified by a trusted source, More Information...

3 JAK SE ZBAVIT UPOZORNENIi O NEDUVERYHODNOSTI CERTIFIKACNI
AUTORITY.

Jedna se o situaci, kdy prohlize¢ stale upozorniuje, ze se nachazite na strance, ktera neni mezi
davéryhodnymi.
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OKnouze/OKsluZby - spusténi aplikace

Pro funkénost aplikace je vyZadovan na klientské stanici Java Runtime 5.0 Update 5 s vypnutou automatickou aktualizaci.

Pokud chcete toto upozornéni odstranit, je tfeba:

1. Ze stranky https://pki.mpsv.cz/pcs/certifikaty/ stdhnotu MPSV CA Root a MPSV CA Server.
2. Tyto certifikaty poté naistalovat.

Instalace MPSV CA Server Certifcate

General | petails | Certification Path |

s

[M Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: MPSV CA Server

Issued by: MPSY CA Root

valid from 5. 9. 2006 to 5. 9. 2016

llr\smll Cerﬁﬁ(zte...l | Issuer Statement

Learn more about Certificates

.



https://pki.mpsv.cz/pcs/certifikaty/
https://pki.mpsv.cz/pcs/ca/mpsvcaroot.cer
https://pki.mpsv.cz/pcs/ca/mpsvcaserver.cer

Certificate Import Wizard ¢ ﬁ
et

Klikat na next dokud se nezobrazi nasledujici dialog.
Na ném nechat vybrané Automatically select... a
pokracovat v instalaci.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@) Automatically select the certificate store based on the type of certificate;

() Place all certificates in the following store

Learn more about certificate stores

< Back ][ MNext > J[ Cancel ]

Certificate I.él

General | Details | Certification Path

Instalace MPSV CA Root

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: MPSV CARoot

Issued by: MPSV CARoot

Valid from 5. 9. 2005 to 5. 9. 2026

i
Install Certificate...| | Issuer Statement

Learn more about

Coc |

Certificate Import Wizard v @
e

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

. , P s s th fi -

Klikat na next dokud se nezobrazi nasledujici efer::beﬁ e
dialog. Na mén vybrat Place all certificates... a e e e e e e en e fype T e
kliknout na tlagitko browse...

Certificate store:

Browse...

Learn more about certificate stores

< Back ][ Mext > ][ Cancel




Vybrat Trusted Root Certification Authorities a
pokraCovat v instalaci.

Potvrdit, ze instalovany certifikat je ten, ktery
chceme instalovat.

Ted uz by se upozornéni o neddvérihodnosti
neméla zobrazovat (pokud se zmé&na neprojevi
okamzitg, tak je nutné restartovat prohlizec).

4

INSTALACE JAVA RUNTIME 8.0

r B
Select Certificate Store lﬂ]

Select the certificate store you want to use,

-~ | Personal

Bl Trusted Root Certification Authorities

| Enterprise Trust
| Intermediate Certification Authorities

| Active Directory User Object

£l 71 Trieted Bublichers
4 m [ »

] »

L

Security Waming

You are about to install a certificate from a certification authority (CA)
4 I_E claiming to represent:

MPSV CA Root

Windows cannot validate that the certificate is actually from "MPSV CA
Root". You should confirm its origin by contacting "MPSV CA Root".
The following number will assist you in this process:

Thumbprint (shal): A4323F16 C720A32D 6F304D35 4A2A0CEF CES05A21

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumboprint is a security risk. f you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

1. Instala¢ni soubor s Java Runtime 8.0 ulozZte do libovolného adresare na lokalnim disku.

2. Napf. pomoci pridzkumniku oteviete adresar s uloZzenym instalaénim souborem a kliknutim na néj

spustte instalaci.

3. Postupujte podle pokynl pravodce instalaci.


https://java.com/en/download/manual.jsp

Pokud se systém zeptd, zda spustit soubor
stazeny z Internetu, potvrdte stisknutim
tlacitka Run (nebo Spustit):

Open File - Security Warning |i

Do you want to run this file?

@ MName: . e = -5 40 -wind ows-i586,exe
Publisher: Oracle America, Inc.
Type: Application

From: Ureau-w-windows-...

[ B || Cancel

Always ask before opening this file

|--““~ While files from the Intemet can be useful, this file type can
@ potentially ham your computer. Only run software from publishers
- you trust. What s the risk?

r Al
Java Setup - Welcome g

Stisknéte tlacitko Install pro zahajeni instalace:

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes your
internet experience come to life.

Mate: Mo personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[l change destination folder Cancel ] [ Install > ]

" -
Java Setup - Complete g

Poclkejte na dokonCeni instalace. Potvrdte konec
stisknutim tlacitka Close:

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

When you click close, your browser will be opened so you can verify that
Java is working.

Back ] [ Close ]




5 PRIDANi BEZPECNOSTNI VYJIMKY

Aby aplikace mohla navazat spojeni se serverem je dale potfeba pfidat do seznamu davéryhodnych stranek
nasledujici adresu:

https://szsp.mpsv.cz:443

V Ovladacich panelech systému Windows P e il el (=)= =]
spustte Java Control Panel poloZkou Security: [ General | Update | Java| Security | advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list
() Wery High

Only Java applications identified by a certificate from a trusted autharity are allowed to run,
and only if the certificate can be verified as not revoked.

@ High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

iClick. Edit Site List...

ko add items ko this list, Edit Site List...

Restore Security Prompts ] [ Manage Certificates, .. ]

OF H Cancel H Apply

Stisknéte tlacitko Edit Site List pro zobrazeni -
seznamu adres, kterym chcete duvéfovat.

"
| £| Exception Site List &J

Tlaéitkem Add p‘l‘ldejte préZd ny ‘fa'dek a dO I‘léj Applications launched from the sites listed below will be allowed to run after the appropriate security
potom vyplrite adresu prempes
https://szsp.mpsv.cz:443: Location

ttps: /fszsp.mpsv.cz: 443

Add Remove

L?_b_ FILE and HTTF protecols are considered a security risk.
We recommend using HTTPS sites where available.



https://szsp.mpsv.cz/
https://szsp.mpsv.cz/

6 NASTAVENI TLS

V pfipadé, ze mate na klientské stanici nainstalovanou Java Runtime 8.0 je potfeba nastavit jaké TLS se ma

pouzivat. .
|£| Java Control Panel = =
\ Ovlvada0|ch panelech systemu \_Nindows [Goneral] Upsaie | ava [ Secuity] Advarced |
spustte Java Control Panel a prejdéte na _ N .
- Pertorm signed code certiticate revocation checks on o
pO|OZk0u Advanced e ~) Publisher's certificate only
. . . . @) All certificates in the chain of trust
Zde zaskrtnéte Use TLS 1.0 a odSkrtnéte Use | - ") Do not check (ot recommended)

TLS 11 a USE TLS 12 (ViZ Obrézek). Ched_( for signed code certificate revocation using

Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)
------ @ Both CRLs and OCSP
Perform TLS certificate revocation checks on
------ ") Server certificate only
------ @ All certificates in the chain of trust
------ ~) Do not chedk (not recommended)
heck for TLS certificate revocation using
------ ) Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)
@ Both CRLs and OCSP
Advanced Security Settings
----- Use certificates and keys in browser keystare
----- Enable blacklist revocation check
----- Enable caching password for authentication
----- [] Use 55L 2.0 compatible ClientHello format
----- Use TLS 1.0
----- []UseTLS 1.1
[l useTLS 1.2
Miscellaneous
i |:| Place Java icon in system tray

(=]

m

------ ["] Suppress sponsor offers when installing or updating Java -

7 UPOZORNENIi BEHEM SPUSTENI APLIKACE

Pokud se zobrazi upozornéni na validitu v =)
certifikatu, stisknéte Continue:

Do you want to Continue?
The connection to this website is untrusted.

/ ! Website: https://szsp.mpsv.cz:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

Security Warning

Do you want to run this application?

Zobrazi-li se upozornéni o neznamém
vydavateli, zaskrtnéte "l accept the risk and
want to run this application." a stisknété Run:

Publisher: UNKNOWN

Location:  htips://szsp.mpsv.cz:443

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unrelizble or unknawn so it is recommended not to
run this application unless you are familiar with its source

More Information

Select the box below, then click Run to start the application

[T accept the risk and want to run this application. Run




8 KONFIGURACE PROXY

V pfipadé, ze je pro pfipojeni k siti vyuZit proxy server a nedafi se stahnout aplikaci s vyuzitim standardniho
nastaveni dle vlastnosti prohlizece, je nutno

. X . = 52
upravit Java konfiguraci. |4 Java Control Panel
General ‘ Java | Security I Advanced
1. V Ovladacich panelech systému About
W|nd0WS Spust’te Java Control Panel View version information about Java Control Panel.
polozkou Java:
Metwork Settings

MNetwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later. Only advanced
users should delete files or modify these settings.

Settings... ] [ Wiew. ..

Java in the browser is enabled.
See the Security tab

2. 'V sekci Network Settings stisknéte stejnojmenné tlacitko pro zobrazeni panelu sitového nastaveni.
Zde aktivujte pfepinaC Use proxy server a vyplfite pozadovanou adresu a port dle Vaseho nastaveni

lokalni sité:
' R’
MNetwork Settings @

Override browser proxy settings.

() Use browser settings

(@) Use proxy server

Address: |10.0.0.1 Part: 3080

|| Bypass proxy server for local addresses
() Use automatic proxy configuration script
Script location:

() Direct connection

Ok l l Cancel




